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How to update GBT server FW



- Update via BMCwebGUI P3
- Update with EFI shell utility P12



e Open Firmware Update Page, click Maintenance
>firmware Update from the menu bar like below the
Image -
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e Sample screenshot of firmware Update page shown
as below -

Below the page is for BIOS update Below the page for BMC update

= 2010084 31046 (UTC0000UTC) B A 05 Ofeh Ladmins
)
# tome * Wanenance * Frmare Update o
Fimware Update -
ial
o sy
‘L. The protocel informetion to be used for frmare imag transfer dusing this updzte s s
follows, To confgure, choose Firmasere Image Location' under Maintenance. i s
‘2. Firmwzre upgrade s in process, Refreshing this page or Closeing this page will ntemupt o
this process and will el czuse the BMC to not work s it shauld,soit s highly o
recommended that you do not coninuzwith the refresh or lose Page. o
Protocol Type: HTTP —
P CS— -
Select Firmirare Image:
el oo T TE—
Satfmeasupiie -]
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e BMC update step (1)

In BMC Web Ul
To update need select “ima_enc” file

Uploaded signimage Public Key Info

|« 2944 » 2944 > fw v | O FEfw el
Tue Jul 30 02:37:25 2018 P . m @
. ) ~ zm " £
New signimage Public Key
2944 3
Choose File | No file chosen Upload # ] romima_enc :
£(C)

D)
Select Firmware Image

P-QM
Choose File | Mo file chosen v < >

BEEZEN): [rom.ima_enc V| |A|| Files v|

[ mmo || = |

Start firmware update ‘

Uploaded signimage Public Key Info
Tue Jul 3002:37:252019

New signimage Public Key

Choose File | Mo file chosen Upload

« Select Firmware Image

Choose File | rom.ima_enc

Processing ...

Start firmware update
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e BMC update step (2) -

Uploading to 100% please click “Flash selected sections” to start the firmware update

EECTFINMWAre Tmage

Choose File | rom.ima_enc

Only the selected sections will be updated:

Section Name Existing version Uploaded version
boot 2.4.000000 2.4.000000
conf 2.4.000000 2.4.000000
conf 2.4.000000 2.4.000000
root 2.4.000000 2.4.000000
osimage 2.4.000000 2.4.000000
www 2.4.000000 2.4.000000 Processing o
testapps 2.4,000000 2.4,000000
ast2500e 2944 2044

Flash selected sections

g 100%
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e BMC update step (3)

Waiting to flashing 100% please click firmware successfully ok button then next page will show will open new
page please also click “ok” button

After then please AC cycle system
SEECTFIIMWATE TMage Select Firmware iImage

10111173 says

10.0.117.73 says

Choose File | rom.ima_enc Choose File |rom.ima_en

firmware image has been updated successfully Firmware reset has been called. Close the current session, and open
Only the selectad sections will bg Only the selected sections will a new sessian after a couple of minutes.
[ ox |
Section Name Existing Section Name Existingjve OK
boot 2.4,000000 T2 D00000 boot 2.4.00000 T v |
conf 2.4.000000 2.4,000000 conf 2.4,000000 2.4,000000
conf 2.4.000000 2.4.000000 conf 2.4.000000 2.4.000000
root 2.4.000000 2.4,000000 root 2.4.000000 2.4,000000
osimage 2.4.000000 2.4,000000 osimage 2.4.000000 2.4.000000
WWW 2.4.000000 2.4,000000 wWaw 2.4.000000 2.4,000000
- - testapps 2.4,000000 2.4,000000
175008 2804 s ast2500e 2,044 2044

A\
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® BIOS update step (1) -

9 -
€ =x X
1. The protocol information to be used for firmware image transfer during this &« v 4\ « 20190 3 MXSE-WHO_FO1 w 0 ;Eg MX32-WH C_FC‘l p
update is as follows. To configure, choose 'Firmware Image Location' under
Maint .
EETE - FEEHE = O @
2. Firmware upgrade is in process. Refreshing this page or Closeing this page e - e _
will interrupt this process and will likely cause the BMC to not work as it should, m R " ZE EHH EEiE ~
s0 it is highly recommended that you do not continue with the refresh or close = ' %
. - TEEEC) RBU 2019/7/16 T 0.. ==
: = TERED) SPIUPD 2019/7/16 FF0.. BEE:
Protocol Type: HTTP
& = Tool 2019/7/16 HF0 EEE
=
update Type:| Bi0s v N = f 2017/5/24 £ 1.. NSH#E
3 DESKTOP-QM
= Q [ flashabl.rom 2019/7/16 TS5 0. ROM%
B EMC-SAFETY- & MX32-WHO_FO1 2019/7/16 T 0. 785
[ ghfile B e 1 . wanemmoseman ens e e aa he
: v £ >
Select Firmware Image ﬁ;gﬁ(N) | - | |A|| Hax - |
Noﬂlechosen | | | |
HE(O) U

Start firmware update ’

€ BEx %
4[] « MX32-WHO_FO1 > RBU v o | Z=reU »
HawHE v HRENRK Bz @ @
B=r A zE B BHAR -
L EIREE O [] image.RBU 2019/7/16 T4 0.. RBU &=
- TEEED)
3 =

3 DESKTOP-QM
! EMC-SAFETY-|

3 ghtil
ig ile ‘ >

EBEEZE(N): |image.RBU v| |A||F|'|es v|
[ Es0 | =s |
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e BIOS update step (2) -

Upload the image.RBU file click “start firmware update ” button ,after then please click another page the
IIOKII button [P PN |.p._r,rvr|||a|||Lc||u||Lc.fym e _\

FIrrrmrvvanT - UHUUL’

mirrrrvwadnre UPUI’.:II.\.-

10.1.111.73 says

We will start the firmware upgrade now. Please reset system after
9 BIOS update finish. Do you want to continue?

oK Cancel

1. The protocol informdtion to b
update is as follows. Tconfigure, choose 'Firmware Image Location' under
Maintenance.

1. The protocol infarmation to be used for firmware image transfer during this
update is as follows. To configure, choose 'Firmware Image Location’ under
Maintenance.

2. Firmware upgrade is in process. Refreshing this page or Closeing this page 2. Firmware upgrade is in P Releshinsthoposesntiossinstinepese
will interrupt this process and will likely cause the BMC to not work as it should,

s0 it is highly recommended that you do not continue with the refresh or close
Page.

will interrupt this process and will likely cause the BMC to not work as it should,
50 itis highly recommended that you do not continue with the refresh or close
Page.

Protocol Type: HTTP Protocol Type: HTTP

UpdateType:[Bi0S 7] UpdateType:[Bios v

. Select Firmware Image
Select Firmware Image

Choose File | image.RBU Choose File | image.RBU

Start firmware update Start firmware update
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e BIOS update step (3)

pload 100% please click “Flash BIOS ” Button

= (T2000-01-0104:00:53 (UTC+00:00 UTC)

Firmware Update

1 The protocol informstion to be uzed for firmwars imags transfer during this update is 22 fallows. Ta

configure, choose 'Firmware Image Location’ under Maintenance.
2. Firmware upgrade is in process. Refreshing thiz page or Closeing this page will interrupt this process and
will likely cause the BMC to not work as it should, so it iz highly recommended that you do not continue with

the refrezh or close Pags.

Protocol Type: HTTP

Update Type:| 2

Processing ...

ﬁt Firmware Imags \

Choose File |imageRBU

B = 100

\_ J
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e BIOS update step (4)

Waiting for flashing to 100% please click updated successfully “ok” button after will jump another window also click
“OK" button

After then please AC cycle

s

10.0.111.73 sg
10111173 says ¥
. Firmware reset has been called. Close the current session, and open
firmware image has been updated successfully ; ) ' P
a new session after a couple of minutes.
. 1. The protacol information to be used for fi 1
1. The protocol information to be uzed for firmward spreterenn r_ma onione e r .
. . configure, choose 'Firmware Image Location’ unffer .
configure, choose 'Firmware Image Location' unde oK
. . o kw 2. Firmware upgrade is in process. Refreshing thiflp.
2. Firmware upgrade iz in process. Refreshing this page or CI03€INE (s D3ZE WILLINGENTUPT (NS Process an

will likely cause the BMC to not work as it should, w highly recommended that you do not continue with

will likely cauze the BMC to not work az it should, =0 it is highly recommended that you do not continue with the refresh or close Page.

the refresh or close Page.

Protocol Type: HTTP
Protocol Type: HTTP

Update T; 2105 v Update Type: 210 v
pdate Type:| 2105

t Firm

ct Firmware Image

Choose File | image.RB

Choose File | image.REU
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e Update BIOS BMC SKU in UEFI mode (1)
please extract BIOS /BMC/ SKU zip archive to USB disk
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e Update BIOS BMC SKU in UEFI mode (2)

1) Install USB disk on system then power on
2) Into the BIOS setup menu

3) Select to boot page
4) boot option # 1 select "UEFI: Built-in EFI Shell”
5) Press F10 save & Exit to reboot
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e Update BIOS BMC SKU in UEFI mode (3)

1)Boot to UEFI Shell interface
2)Find out USB disk

3) if USB disk is for “fs0” ,please type command “fs0:" into the USB
disk

GIGABYTE




e Update BIOS BMC SKU in UEFI mode (4)

Type “lIs" or “dir" command into the USB disk to check the folders
which has BMC, BIOS and SKU files in.

FS0:ve 1s
Directory of: FS0:Y
09/10/2019 15:44 <DIR>

0 File(s)

1 Dir(s)
Feo:w» cd bios
Feo:shiosw: ks
'ks' iz nnt_recngnized as an _internal nr external command. noerable program, or script file.
Fa0:shiosys 1s
Directory of: FS0:sbiosh
09/1052019  15:44 <DIR> 4,096
03/10/2019  15:44 <DIR> 0
03/10,2019  15:40 <DIR>» 4,096
09/10/,2019  15:38 <DIR» 4,096
09/02/72019  11:11 256,239 HWEB2-001-TM.zi_
0B/30/5,2019 20:55 <DIR» 4,096

1 File(s) 256,239 hytes

5 Dir(s)
Fa0:shioshe dir
Directory of: F30:sbioss
0971052019 15:44 <DIR>» 4,096
09/10/2019  15:44 <DIR>» 0
09/1052019  15:40 <DIR: 4,096
09/10/2019  15:38 <DIR: 4,096
09/0272019 11:11 286,239 W2EZ-001-TN.zi_
083/30/2019 20:55 <DIR> 4,096

Fileis) 256,239 hytes
Dir(s)

| ,-|§'__ 'l:lllll IEII'EI-- §:|:i_ :I - wal I ,
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e Steps to update BIOS (1)

Type command “cd” into BIOS firmware folder
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e Steps to update BIOS (2)

Type command “f.nsh” to fresh BIOS
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e Steps to update BIOS (3)
waiting for flash completed then AC power cycle

FS0:BIOSWMZ3Z-ARO_ROG6_FO1%> SPI_UPDMATUET ix6d.efi SPI_UPDNimage.bin #p /b /n sk ARLC:F

AMI Firmware Update Utility w5.12.01.19%7
Copyright (CI2019 American Megatrends Inc. All Rights Reserwved.

- ACAU Support

- ACAU Wersion @ 100.

Reading flash

Check Bin file is multi tank ROM
User <<QOACMEO10>> ROM ta Flash.
- Secure Flash enabled, recalculate ROM size with signature... Enable.
- FF5 checksums

- Check RomLayout

Loading capsule to secure memory buffer ... done
Erasing Boot Block

Updating Boot Block

verifying Boot Block

Erasing Main Block

Updating Main Block

Verifying Main Block

Erasing NWRAM Block

Updating NVRAM Block

Verifying NWRAM Block

Erasing NCEB Block

Updating MCEB Block

verifying MCB Block

Process completed.
FSO:sBIOSWHESZ-ARO_ROG_FO1N:
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e Steps to update BMC (1)
please use “cd” command into BMC folder then move to utility >fwud>uefi

0 File(s) 0 hytes
3 Dir(s)
Fso:sblossWzg2-001sutilityse: cd ..
Fso:sbios\H2B2-001%> 1s
! FS0:sbiossMWEg2-001n
17:22 <DIR> 4,096
17:22 <DIR> 4,096
15:38 <DIR: 4,096
15:38 <DIR: 4,096
Fileis) 0 hytes
Dir(s)
Fso:sbilossM2g2-001s: cd utility
Fso:sbiossW2B2-001utilityss cd fuwud
Fso:sbilossHzaz-o0lsutilitysfuuds: uefi
'uefi' is not recognized as an internal or external command, operable program, or script file.
Fso:sbilossWegaz-o0lsutilitysfuudysy cd uefi
FSO:shioshHegz-00isutilitysfuudsuetiv: 1s
Directory of: FSO0:shioswHEB2-001wutilitysfuudsuef it
17:24 <DIR>» 4,096
17:24 <DIR> 4,096
17:05 g6
16:17 85,824
13:26 171,456
Fileis) 257,386 bytes
Dir(s)
Fao:sbiossWea2-0o01utilitysfuudsuef i
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e Steps to update BMC (2)

please type “flashall.nsh” to update the BMC firmware , then waiting firmware
complete doing it AC cycle

FRO:wBIOSSHE2gE-001vutilitysfuudsuefisey (flashall.nsh

FSO:WBIOS W2BE-001wutilitysfuudsuefiv: Kos.efi 2e 0 20 a 3c 0 24 0
Ipmi command responds Success

Ipmi command Completion Code O

Response Data 0A 3C 00

FROo:wBIOSSHEBE-00 vt ilitysfuudsuefis: socflash.efi cs=0 if=../.. .. Afw/299 . bin count=0x4000000
ASFEED S0C Flash Utility w.1.15.00

Eelocate IO Base: e00o

MMIO Yirtual Address: 9a000000

Found ASPEED Dewvice 1a03:2500 rew. 41

Static Memory Controller Information:

CS0 Flash Type is SPI

C51 Flash Tupe is SFPI

CS2 Flash Type is SPI

C33 Flash Type is NOR

CS4 Flash Tupe is MWOR

Boot C5 is 0

Option Information:

C5: 0

Flash Type: SPI

[Warning] Don't AC OFF or Reboot System During BMC Firmware Update!!
Find Flash Chip #1: 64MB SFI Flash

Update Flash Chip #1 0.K.

Update Flash Chip 0.K.
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e Steps to update SKU
1)please use “cd” command into the SKU folder
2) type “upsku.nsh” to update SKU
3) complete the firmware update please do AC power cycle

17:26 <DIR» 4,094

20:55 a5,824

20:55 171,456

20:55 272

20:55 454,240 Bmcprogols.efi

20:55 14,397 SkU_Readme.dock

20:55 3,935 SKU.xml

20:55 269 upsku.nsh

18:17 4,548 mysku.=ml

18:17 2,759 mysku.=ml.gz

18:17 3,328 SKU.BIN

File(s] 741,028 bytes

2 Diris)

FSO:BIOSSW2E82-001-TN%) upsku.nsh
FSO:WBIOSWH2E2-001-TN: 1T == ENSHAM then
FSO:MBIOSHWZ2EE-001-TN > Brcprogols.efi WS=UPDATE DSBSHM

bmocprog.exe Version 0.18
bhmocprog.exe is used for GIGABYTE BMC firmware

configuration under DOSALinux. It helps production line
to program FRU, MAC Address and Fan Policy into BMC.

Board ID : 0x1008
Rand Code I P5B20675

Fs0:\BIOS W28 -001-TM kcs.efli 2e 0 20 8 3c 0 24 0 > null
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